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Objective
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Human operator ML system Environment

The system will work as required and not cause harm.
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Objective

“Faith or belief that one will act in a
right, proper, or effective way"
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Provide confidence that...

The system will work as required and not cause harm.
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Objective

Confidence is based on justified beliefs about the system and its environment

Provide confidence that...

The system will work as required and not cause harm.
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Objective

Justification can be developed and documented [...] as a structured argument grounded on evidence.

Confidence is based on justified beliefs about the system and its environment

Provide confidence that...

The system will work as required and not cause harm.

J. Rushby, "Assurance and Assurance cases”
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Assurance cases
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Objective

Justification can be developed and documented [...] as a structured argument grounded on evidence.

s this the current practice?

Is there a specific need for IA?

* Thereis a need to help end-user
choose appropriate (but new)
techniques in regards to actual risks

* Thereis an opportunity

* New issues requires new engineering
practices...

« Formalizing engineering practice

01/03/2022
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From the engineering process to the assurance c
and vice-versa |

Development activities Development artefacts Properties

Modeling the
What are the activities?
What are the items 7

engineering
process

consumed / produced by
these activities?
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What are the expected
properties of these items

What are the “failure modes”
of these activities ?
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From the engineering process to the assurance c
and vice-versa |

Development activities Development artefacts Properties

Modeling the
engineering What are the goals?
process What are the strategies to
s - break down a goal into sub-
goals?
(@ What are the assumptions ?
E— What are the solutions to e s /
G e provide the evidences ? | 33:?33"95'3"5"“
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Software in the Control System
< }————{ has been developed to SIL
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Dftest set

Modeling the
argumentation
process

Verification activities Verification artefacts
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From the engineering process to the assurance cas

and vice-versa

[CL1] The <ML system> is
<robust>

<performance requirements>

01/03/2022

[CL1] The <ML system> complies with its
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From the engineering process to the assurance case

and vice-versa

[CL1] The <ML system> is
<robust>

: : ML system
— : Description and characteristics of ]
the ML systern under consideration

=~

Robustness

The <ML Systermn= is <robusts=

s ~

h A

Robust

to maintain its level of

<circumstancess

Refined robustness

The <ML Systern= maintains its <level of
performances= under a variety of <circumstances>

without =faults= are evaluated

Performances are known
The performances of the <ML System>

I

[AR33]
tlodel
perfarmances
repart

01/03/2022

Circumsta
Circumnstances are the 4

Robustness is the ability of a system

zperformancess under variety of

Performances
hWletrics-based results of
the <ML systerm:= for the
intended function

A strategy

Partio nin g strateqy
Separating faults affecting the inputs
of the ML systern and other faults

Robustness to other faults
systemn is robust under
circurnstances not related to
perturbations an its inputs

AN

<<away>>
Input-related robustness
The ML system is robust und er

\ J

| Faults
| Ligt of potential fauks

Faults on inputs [ Other faults J

Lizt of input-related faults

A AN

—

Input-related robustness

- Fault

The ML system is robust under
faults affecting its inputs

|
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From the engineering process to the assurance case
and vice-versa

[CL1] The <ML system> maintains its <level of performance> under a set of <faults:
[CL1] The <ML system> is [CL1] The set of <faults> is defined
[EV] Hazard analysis report [AR123]
<r‘0bUSt> [5T1] Partitioning between faults affecting the inputs of the <ML _system»> from other faults

[CL1] The <ML system> is robust under faults affecting its inputs

— [ST1] Partitioning between intentional and non-intentional faults

Ao [CL1] The set of <intentional faults> is defined

F s e [EV] Hazard analysis report [AR123]

—_— [CO] The set of non intentional faults is defined

e e [CL2] The <ML system> is robust in the presence of intentional faults affecting its
o [5T1] Partitioning between methods based on <evaluation> and methods based on «<d

[CL2] The <ML system> is <robust> in the presence of intentional faults by
[CL1] <Intentional faults: which are sources of non-robustness are iden

CEE=Eeeeee [CL1]) Sources of non-robustness are identified

—f‘ff;::f%_;‘ [CT1] Lists of data poisoning methods [EC4 trust: C.5]

et aseaa [CL2] Sources of non-robustness are removed / mitigated

2;%:”'”"" [EV1] Access to training data is restricted to authorized peopl

[EV2] Cybersecurity measures prevent intrusion and modification
[CL2] Robustness reinforcement mechanisms are used and provides the app
[CL1] Robustness objective is defined
[EV1] robustness reguirements artifact [AR13221]

[ST1] Argument over preservation of robustness property from traini
[CL1] The validated model [AR32] robustness is reinforced with
[CL1] <Methods for robustness reinforcement> are used durin
[CO] List of robustness reinforcement methods [EC4 trus

[ME] Adversarial Logit Pairing

[ME] Certified robust training

] Random noising

[ME] Feature pruning
]
]

GAN-based methods
Defense distillation
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Engineering items

Workflow
completed with
V&V activities

Verification solutions

Failure modes

Patterns

From the engineering process to the assurance ca
and vice-versa |

Oorcement mechanisms a
objective is defined
stness requirements artifact [A

ent over preservation of robustness
he validated model [AR32] robustness

CL1] <Methods for robustness reinforceme
[CO] List of robustness reinforcement

[ME]
[ME]

[ME]
[ME]

[ST1] Argument over each <methods for
[CL1] The <method> can be applieg
[CL1] The additional costs

Adversarial Logit Pairing

Certified robust training

[ME] Random noising
[ME] Feature pruning

GAN-based methods

Defense distillation

[CL2] The use of the me

[CO] The available reg
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and vice-versa

orcement mechanisms a

objective is defined
stness requirements artifact [A
ent over preservation of robustness
he validated model [AR32] robustness
CL1] <Methods for robustness reinforceme
[CO] List of robustness reinforcement

[ME] Adversarial Logit Pairing

[ME] Certified robust training

[ME] Random noising

[ME] Feature pruning
[ME] GAN-based methods

[ME] Defense distillation
[ST1] Argument over each <methods for
[CL1] The <method> can be applieg
[CL1] The additional costs

[CO] The available reg
[CL2] The use of the me

A strategy: a tree of

goals and solutions

determining a set of
activities
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From the engineering process to the assurance case;
and vice-versa o

N strategies: several
trees of goals and
solutions

Orcement mechanisms a
objective is defined
stness requirements artifact [A
ent over preservation of robustness
he validated model [AR32] robustness
CL1] <Methods for robustness reinforceme
[CO] List of robustness reinforcement

[ME]
[ME]

[ME]
[ME]

Adversarial Logit Pairing

Certified robust training

[ME] Random noising
[ME] Feature pruning

GAN-based methods
Defense distillation

[ST1] Argument over each <methods for
[CL1] The <method> can be applieg
[CL1] The additional costs

[CO] The available reg
[CL2] The use of the me

A strategy: a tree of

goals and solutions
determining a set of
activities

01/03/2022
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and vice-versa

N strategies: several
trees of goals and
solutions

Orcement mechanisms a

objective is defined
stness requirements artifact [A
ent over preservation of robustness
he validated model [AR32] robustness
CL1] <Methods for robustness reinforceme
[CO] List of robustness reinforcement

[ME] Adversarial Logit Pairing

[ME] Certified robust training

[ME] Random noising

[ME] Feature pruning
[ME] GAN-based methods

Method Reference Method description / type Method specificities Method quality [ ME ] Defense distillation
[ST1] Argument over each <methods for
Adversarial ECA_trust: €.2 Train model with dataset augmented with ‘Concerns in priority L_inf norm-based perturbations | EC4_trust: Tables C.2 and C.3: .
training adversarial samples Setting ‘Accuracy which drops down from >99% to ~ [ CL1 ] The <method> can be appl iegd
Requires crafting of adversarial examples 65% can be restored to ~99% using these L.
Reguires lots of adversarial examples defences. i

Sensible to transferable attacks

Ensemble ady EC4 trust:C.2 Train model with dataset augmented with Requires the craft of adversarial samples Increase robustness against transferred
training adversarial samples from multiple sources (increases | Requires lots of adversarial examples adversarial samples
diversity of adversarial samples) Increase robustness against black-box " "
Applicabilt
Image ECA trust:C2 Transformations of inputs 1o mitigate the effect of | Less efficiant for grey-box and white-box contexts y
transformations adversarial samples. Targeted at robustness enhancement for a specific

attack in a specific setting

Adversarial logit | EC4 trust: 2 Training loss modification Less amenable to gradient descent
pairing
Certified robust | EC4 trust:C3 pecific training methods | Concerns in priority L_p norm-based perturbations | FORMAL proof: Network is guaranteed

training setting robust to adversarial attacks within a certaja

Reluplex EC3 robusiness: Method that rely on SMT-solvers to prove if the Restricted to piecewise linear activation functions
L5 negation of a specific property is satisfied or if it can
find a counter-example.

Complete method

Mas Truist lGQNICZtoN Of NPT IMage ThroUgN GENerator, 10 | NEqUIES SLrong and expressive IEN training.
methods reduce the potentia| adversarial perturbations cost)

Sensible to gradient masking attack or CEW white-box

avtacks
Defense EC4 wust €11 | Leverage distillation techniques to hides the ECA_trust: Carlini20170] can be bypassed for any
distilation gradient between the pre-softmax layer (logits) and | norm (0-inf)
softmax outputs Sensible to transferable attacks
Input ECA trust:C.62  Adversarial sample detection method and Model-sgnostic (can be combined with other
reconstruction reconstruction of normal input defenses) - - -
imitations
(0] 1/03/ 2022 Festure squeszing ECA trust:C61  Adversarial sample detection method, basedon  Specific methods (EAD and I2-norm C8W) can bypass

galor alteration nd spatial smoothing. this detection




Display the initial
workflow activities and
engineering items

Display properties
applicable to an item
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Display the assurance
case associated with the

property

Display applicable
constraints

Ao gy A
VAT
B

Engineering items

[~ AR2102  Augmented dataset A

Strategie 1

Assurance cases

v Aftack settings
| O Visibility context

Characteristics

Cost

Confidence 075

—— s 2

Provide indicators to
support the selection of
an argumentation
strategy

Display the workflow
enriched with activities
related to the argumentation
strategy

Produce V&V plan

Ttem Description

ARZ102 - Ax d dataset

Characteristic of a dataset resulting from data augmentation

Higher-level property

System_robustness

AR5X— ML-based System

Navigate through the model

(parent properties, activities,

Reference documents

Display the

argumentation strategy

EC2 Toxonmomie

engineering items, etc)
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Next steps

* On-going
* Systematic modeling of engineering activities and workflows
* Systematic building of the AC in relation with the workflows
* Demonstration of a V&V strategy design environment

* Future
* Automation of V&V activities in relation with the workflow and strategies

WORK IN
PROGRESS
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