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Assurance cases structured by complementary risk acceptance criteria
are a means to argue safety of an Al-enabled system
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An argument structure to mathematically integrate quantitative evidences
considering evidences on data quality, design and runtime safety measures
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Abstract critical path. Currently. standards are missing for Al-ena-
In the future. AT will increasingly find its way info systems bled systems. but we need to find ways to assure that the AT-
that can potentially cause physical harm to hnmans. For such enabled system is sufficiently safe in its context.

Using Complementary Risk Acceptance Criteria to Structure Integrating Quantitative Evidences of Design and Runtime Safety Measures to Argue Quantitative Safety Targets for Al Components?

Assurance Cases for Safety-Critical Al Components’

safety-critical sysfems, it st be demonstrated that their re-
sidual risk does not exceed what is acceptable. This includes.
in particular. the Al components that are part of such systens”
safety-related finctions. Assurance cases are an intensively

Assurance refers to “grounds for justified confidence that
a claim has been or will be achieved”. Using assurance cases
—as an established approach in safety engineering — also for

[ ot apoi i i i i
Toplevel — e e e e v R discussed option today for specifying a sound and compre- _thls purpose xsfheavllyd.ls:gf,sed option. An assurance case
Alrelated claim e ‘hensive safety arzument to demonstrate a system’s safety. In is defined as a “reasoned, auditable artefact created that sup-
Toplevel R o previons work, if has been suggestad 1o argne safety for AL ports the contention that its top-level claim (ar set of claims)
Alrelated strategy R RlR T T ek cenpenem: by structuring assurance cases based on two

sisk acceptance criteria. One of these catenia
s vaed 1o dene quantifative fargets regarding the AL The

is satisfied, including systematic argumentation and its un-
derlying evidence and explicit assumptions that support the

B Piage S Presssr(1 = Poos—Pacecsar) + Poos(1 = Pacectons) + Dutasei(1 = Poos) argumentation structures commonly proposed to show the claim(s)” [ISO/IEC/EEE, 2019]. Assurance cases are a
scopan L S achievement of such quantitative targets, however, f3cus on flexible means for dealing with standardization gaps and
| | Gt Specification Operation fintue rates from statistical festing. Further important aspects provide a structured way of arguing quality requirements of
Strategyto argue y ::s:’“lm{:;:;‘:“‘d “‘s;'a“::'fe"‘);‘:h‘;‘t‘:‘:f’ ,h‘r all [‘:’;"'n;: a (data-driven) software component Using assurance cases
refinoment LEBEs e Prage estimate appropriately considers the probabilky P estimate appropriately considers evidences on ture for having achieved the target, namely a structure that for arguing safety if a DDC is in the safety-critical path is
o that the DDCis applied outside tsintended scope considersevidances fromtesting approaches used during operationto provide warnings infesrates test results with runtime aspects and the inpact of considered in current safety standardization (e.g. NWIP
g - | e scope compliance and test data quaity in a quantitative man- ISO/PAS 8800, VDE-ARE 284261). research projects
ity “u:; We elaborate mﬁﬂ?ﬂm‘lngnﬂ?;m m present (e.g.. KI Absicherung, EXAMALT), and communifies (e.g..
T s | sporopratlydeined (004 i dopandatle. iy urecsnr) s dependable (a0 ¢ depandble i ““;mﬂiﬁg “th'fnm“, theix practical spplication. Tsing t'; Safety-crifical systems chub). )
: — — " mightnot only i mlllum:\n pn:‘vt\hous work, ;te‘ pmp;_osecl a possible ub(;v:mlsml
Data Flow H “oublicstreets n Germany’ B check the GPs position mﬂey!w of assurance cases but may also allow clains on ing of the argumentation of an assurance case
H conditions and other a o 10 decidewnetherthe S N
; T e quantitative targets that would ot be justifiable otherwise on complementary risk a ce criteria [Klis et al
; / (2 v Guide o Gemary N
Data lifecyclewi Traikg Data Analysis Data e i : "y 2021]. This means that there are two separate lines of assur-
mazsuresto sssur i | ance case argumentation, one following the “as low as rea-
approprate data Training ata | Analysis Data J] ~ TestData ; [ —— 1. Motivation ; PR i
W Test Data (Lifecycle) ety oeioenth e mobeity of hserd sonably practicable (ALARP)” risk acceptance criteria and
kjjd ! s sty Components based on machine learning (ML) or artificial the second one using a quantitative target. e.g.. a sufficiently
intelligence (AT) are increasingly necessary for many inno- low probability for such Al outcomes that may affect safety.
Whatis acceptable depends Doing one's best is wz‘;m & ‘provided inputs are considered vative, especially . systems, like self-driving ve- Existing assurance case structures for argume fhe quanti-
on what is possible... sometimes not sufficient... - | ‘hicles in complex environments. They provide features that t:iuve iqgﬂs mainly focus on evidences pfﬂvlFltd by stgtxs-
astow asi r::z&;;;ﬂv Target derived by comparing risk, e.g., with, ‘ could not be realized (with competitive quality) using tradi- tical testing. Other important aspects contributing to achiev-
e cantas dum Pt el propos tional software. It is almost unavoidable that these data-  ing the quantitative target are not integrated in its argumen-
e S o o1 ; nathematical foundation driven components (DDC) become safety-critical. Safefyar-  fation but af most considered exclusively in qualitative way.
e <> Furthor Rofinoment osta m : chitectures can lower the criticality of a DDC but it is often We see two problems with this: (a) On the one hand. ig-
\mags  Labe ‘Thardly possible to get a DDC completely out of the safety- noring such aspects as part of a quantifative argumentation
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