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Wrongfully Accused by an
Algorithm

In what may be the first known case of its kind, a faulty facial
recognition match led to a Michigan man’s arrest for a crime he
did not commit.
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Facial Recognition I Accurate, if
You’re q White Guy
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How do we measure bias?
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Face Recognition Vendor Test (FRVT) Part 3: Demographic Effects

Dataset: MUGSHOT FMR: 0.000010 Sex: EI Female E Male
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False non—-match rate (FNMR): Distribution over 52 most accurate algorithms

National Institute of
Standards and Technology
U.S. Department of Commerce
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G. Balakrishnan et al., “Towards Causal Benchmarking of Biasin Face Analysis Algorithms”, ECCV 2020
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Learning of Biased Models
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IFBID: Inference-Free Bias Detection
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:-’ Train 36K models
._. of 100K params each

Train 48K models

“ t o of 50K params each & | with 3 classes of bias:
'-‘_, 1 : with 4 levels of bias: a Asian
DigitWdb = very high bias © African/indian
~ high bias
o e Caucasian GenderWdb
/. low bias
= very low bias >

1. B.Kimetal, "Learning Not to Learn: Training Deep Neural Networks With Biased Data," CVPR 2019
2. A. Morales et al., “SensitiveNets: Learning Agnostic Representations with Application to Face Images,” IEEE T-PAMI, 2021
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40K training models:
10K very high bias

10K high bias
10K low bias
10K very low bias
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15t Experiment

- 20K training models:
A 10K very high bias
. 10K very low bias
4K test models:
22k .2k -
- 8k test models:
22k 22k 2k .2k
Classification accuracy obtained:
Multi-layer perceptron: 41.5 %

Classification accuracyobtained:
Multi-layer perceptron: 96.5 %
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3"d Experiment SOTA Comparison

. Bias Detection Accuracy
Metho

- 30K training models:
‘ 10K asian biased

Q 10K african/indian biased RBF SVM 71% 30% 26%

10K caucasian biased InsideBias 23% 86% 3%

- 6k test models: IFBiD (OUI’S) 95% 79% 79%
ﬂ6k Q6k @6k *InsideBias requires no training, we used 60 images for the test.

Accuracy obtained:
* Multi-layer perceptron: 60.8 %
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This work poses two fundamental challenges:

* Finding a way to translate our approach (inference-free bias
detection) to other problems, such as face recognition.

* Automatically detecting bias covariates.
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Know More:

|. Serna, A. Pefia, A. Morales and J. Fierrez,“InsideBias: Measuring Bias in Deep Networks and Application to Face Gender Biometrics”, in
IAPR Intl. Conf. on Pattern Recognition (ICPR), Milan, Italy, January 2021.

|. Serna, A. Morales, J. Fierrez and N. Obradovich, “SensitiveLoss: Improving Accuracy and Fairness of Face Representations with
Discrimination-Aware Deep Learning”, Artificial Intelligence, 305, April 2022.

A. Pefia, I. Serna, A. Morales and J. Fierrez, “Bias in Multimodal Al: Testbed for Fair Automatic Recruitment”, in /[EEE/CVF Conf. on
Computer Vision and Pattern Recognition (CVPR) workshop on Fair, Data-efficient, and Trusted Computer Vision, June 2020.
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