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P Background

Background:
OOD detection for Al Safety



OQOD detection for Al safety

® OOD samples can cause unintended and harmful
behaviors of current machine learning systems

® We want to detect OOD samples and make later
actions accordingly.

Traffic signs in the .training set
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Unseen traffic signs



Current methods for OOD detection are not good enough

® Two major concerns: performance and computational cost
& Single-model methods (e.g.,, ODIN, MC Dropout) don’t perform well

& Ensemble-based methods (Deep Ensemble) require training multiple randomly
initialized NINs

& Can we use a single model and still achieve high performance!?



P Observation and Analysis

Observation and Analysis:
OOD samples concentrate in the
feature space
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The phenomenon seems universal

® We have tested:
& Architecture: MLP. LeNet, ResNet, DenseNet, bi-LSTM
& Activation function: ReLU, Tanh

& Loss: Cross Entropy loss, Triplet loss, L2-loss

& Datasets: MNIST, FMNIST, CIFARI0, SVHN, ImageNet, CelebA,
MSIM ......

& Supervised learning, unsupervised learning (Instance Discrimination)



Explanation: Different moving speeds of features
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The "moving speed” of features:




P Experiments

Algorithms and Experiments



Algorithm: Ensemble different layers

Algorithm 1: Computation of FSSD-Ensem

| I -
Input: Test samples & = {2} V_,  noise samples

{20} 5 ensemble weights ay,
perturbation magnitude e,

feature extractors { Fiyy H<_
for each feature extractor {F(x }i-_, do
1. Estimate- FSS Fp, =320 Fu (zhoise) /S,
where 237 ~ U[0,1],s=1,--- S
2. Add perturbation to test sample:
& = x + esign(Va|[Fay (z) — Fy||)
3. Calculate FSSD'™) (z) = ||F () — F,

end
Return FSSD-Ensem (z) = Y1, o, FSSD™®) (z)




Evaluation metrics

® AUROC:Area Under the Receiver Operating Characteristic curve.
® AUPRC:Area Under the Precision-Recall Curve.

® FPR8O0: False Positive Rate when the true positive rate is 80%.



Experiments: Detecting OOD datasets

Table 2: Main results. All values are in %.

Datasets (Architecture) Metrics Base ODIN Maha DE MCD OFE FSSD

AUROC 773 969 996 839 Bl17 996 99.6
AUPRC 79.2 93.0 99.7 833 853 996 997

FMNIST vs. MNIST

(LeNet) FPRSO 435 25 00 275 368 00 0.0

Small-scale AUROC 899 967 991 937 967 904 99.5
benchmarks CIF’?E;SJCBLSJHN AUPRC 854 925 981 906 939 898 995
- ‘ FPRSO 10.1 4.7 03 3.7 24 125 0.4

, Net d q AUROC 885 908 833 89.0 67.2 925 93.1

o i‘R Oﬁ ‘:;;‘0“‘ OB  AUPRC 861 886 830 890 669 926 925

Resielos. FPR80 195 152 30.1 188 592 7.9 102

AUROC 717 733 739 745 698 715 783

CelcbA (‘;’“‘;"’;gg)s' blury  \UPRC 899 914 909 914 887 907 928

Large-scale I FPRSO0 520 503 460 47.1 532 542 392
benchmarks VS 1M ve. LBC AUROC 60.0 613 825 63.0 655 526 867
(I‘{ NV;tSO')_ AUPRC 533 559 806 56.1 594 466 86.1

ResNeAlL. FPRS0 618 594 296 567 588 642 221

Sequence Bacteria Genome AUROC 696 706 704 700 693 NA 748
borehmark (LSTM) AUPRC 699 719 693 560 702 NA 758

FPR80 574 559 537 30.0 583 NA 474

Different scales, different data types



Experiments: Detecting image corruption

Defocus Blur Frosted Glass Blur

Gaussian Noise

Shot Noise

Impulse Noise

Corruption datasets come from
ImageNet-C datasets, which
contain |6 types of corruptions
and each corruption has 5
different levels



Experiments: Detecting image corruption
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FSSD has higher mean and smaller variance across different corruptions.
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Analysis of ensemble

Layer O Layer 1 Layer 2 Layer 3 Layer 4

In-distribution &%
OoD

0 &0 1o 15 100 ne i 160 1% 200 e 24

(a) ImageNet (dogs) vs. ImageNet (non-dogs)

Layer 0 Layer 1 Layer 2 Layer 3 Layer 4
0D 0.14
0.12 In-distribution 0.200 0.5
0.12
00D 0.175 0.20
0.10 0.4
0.150 ala
0.08 0.15
0.125 03 0.08
0.06 0.100 0.06
0.10 0.2
0.075 )
0.04 0.04
, 0.050 0.05 o1
0.0 ;
0.025 w.o
0.00 0.000 0.00 0.0 0.00
10 20 30 40 25 30 35 40 a5 16 18 20 22 24 26 28 30 & 8 10 12 14 16 18 10 15 20 25 30 35 40 a5
FSSD FSSD FSSD FSSD FSSD

(b) CIFAR10 vs. SVHN

Early layers correspond to low-level statistics; deeper layers correspond to high-
level semantics.



P Outlook

Outlook:
What’s next?



Failure cases?

® We have just seen some successful cases of exploiting the feature

space singularity to detect OOD samples. But there are also failure
cases, e.g., CIFAR-10 vs CIFAR-100.

@ Explaining and mitigating the failure cases can lead to clean separation
of OOD and in-distribution data/features.

® Future directions:

& Inductive bias of neural network (neural tangent kernel) on OOD inputs,
e.g., Input norm;

& Disentangling spurious features shared by OOD data;

& Constraining the learning process to for better OOD detection, e.g.,
adding bi-Lipschitz constraints, using OOD-related loss functions.



THANK YOU!

Code repository:
https://github.com/megvii-research/FSSD OoD Detection

Implemented Algorithms

In this repository, we implement the following algorithms.

Algorithm
FSSD

Baseline

ODIN

Maha

DE
OE

Paper
Feature Space Singularity for Out-of-Distribution Detection

A BASELINE FOR DETECTING MISCLASSIFIED AND OUT-OF-DISTRIBUTION
EXAMPLES IN NEURAL NETWORKS

Enhancing The Reliability of Out-of-distribution Image Detection in Neural
Networks

A Simple Unified Framework for Detecting Out-of-Distribution Samples and
Adversarial Attacks

Simple and Scalable Predictive Uncertainty Estimation using Deep Ensembles

Deep Anomaly Detection with Outlier Exposure

Implementation

test_fss.py

test_baseline.py

test_odin.py

test_maha.py

test_de.py

test_baseline.py


https://github.com/megvii-research/FSSD_OoD_Detection

